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Trustbased systems & communications
Vulnerabilities can be exploited from :
- Metadata on datain-transit
- Listening port(s) on servers
- Trusted third parties
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Invisible systems & communications

No vulnerability exploitation from Internet :
- No Metadata

- No listening port
- No trusted third party
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snewpack | 1 baseline technology, 3 offers for 3 purposes

Our Virtual & Invisible Private Network (VIPN) hides & protects your activiti

Plug into our solution & become invisible
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Invisible Access Invisible Services Invisible Infra
Access Internet without any trace Protect your web services Hide your company attack surface
Browse Clear, Deep & Darkweb Make your sensitive web services Cloak your IT endpoints & daita

truly anonymously & without exposed on the internet transit from hackers and prevent
any trusted third party invisible from hackers vulnerabilities & traces exploitation
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4 patents

snewpack | How does it work ?

4 patented key principles to guarantee invisibility, anonymity & independence ME:HQ

2021 2023
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1. Distributed network overlay (SNO)
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4 patented key principles to guarantee invisibility, anonymity & independence

4 patents
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1. Distributed network overlay (SNO)
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2. Packets fragmentation into anonymized noise (snowflakes)
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4 patented key principles to guarantee invisibility, anonymity & independence

4 patents

3. Split of information into routes, nodes autodiscovery mechanis
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3. Split of information into routes, nodes autodiscovery mechanishp 4. Distributed exit nodes
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| VIPN = SNO (Snowpack Network Overlay) + Connectors

Internet
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2017 2019
2021 2023

Sn.WpaCk | In é. dZYY I N\E X 4 patents

| VIPN = SNO (Snowpack Network Overlay) + Connectors

Strengths of our solutions

\. Internet /
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snewpack| Why peopleneedanonymity ?

C Personal Privacy protection

A no targeted advertising, bypassing ged 2 Q“[ Ay 3Z
AR u)\yEIZ QSf)}SfaZ asSkEdzl f 2
AKSFf 0K OONRGAOFE O2YRAUGA?Z2
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C Business Privacy protection )
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C Other needs
A Expression
A Communication
A Access to information
A Geolocalization
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snewpack| A bit of legalimplications

C Privacy & anonymity are fundamental rights
AArt. 9 Code Civil
AArt. 8 European Convention on human rights
A Sapin 2: protection of whistleblowers (with some exceptions)
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snewpack| A bit of legalimplications

C Privacy & anonymity are fundamental rights
AArt. 9 Code Civil
AArt. 8 European Convention on human rights
A Sapin 2: protection of whistleblowers (with some exceptions)

CDrawbacky Sa&aLIA 2yl 3ST NI RAOFfA&AYXZ (SNN

C/Fyy2i 0S NBI{ffteée ayz t23¢ T2N AYR,

C Legal Interceptiody, Justice request
A 15 days in Europe
A1l year in France

C Alternatives generally used: mix of solutions under several legislation or
geography to make really complex law application o
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From classical networking to Anonymity Networks
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From classical networking to Anonymity Networks

new k : i
snewpack| |5\ solution & vulnerabilities
Src: @Client
Dst: @Service
N
% VPN r—
m « server E
User Service
Internet
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Src: @VPN
Dst: @Client
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