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| Snowpack in a nutshell

VIPN: Challenges and use cases

#Innovative #Deeptech #Cybersecurity #European #Start-up

CEA* spin-off 
created in Q2 2021

Headquarters in Paris-Saclay
Offices in Paris & Vienna

Technology based on seven years of R&D 
and protected by 4 international patents

Ҍн aϵ {ŜŜŘ 
financing in 2022

Ecosystem
#cybersecurity #innovation

* Commissariat à ƭΩ9ƴŜǊƎƛŜ Atomique et aux énergies alternatives (French Atomic Energy Commission): French largest applied research center
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Oday

Scans

Trust-based systems & communications
Vulnerabilities can be exploited from : 

- Metadata on data-in-transit
- Listening port(s) on servers

- Trusted third parties

DDoS

Surveillance
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Invisible systems & communications
No vulnerability exploitation from Internet :

- No Metadata
- No listening port

- No trusted third party

Unknown & 
unaccessible security 

breach

???

???

Ineffective DPI

IS

Oday

Scans

Trust-based systems & communications
Vulnerabilities can be exploited from : 

- Metadata on data-in-transit
- Listening port(s) on servers

- Trusted third parties

DDoS

Surveillance

Ineffective scan
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06/07/2024 4



| 1 baseline technology, 3 offers for 3 purposes

VIPN: Challenges and use cases

Our Virtual & Invisible Private Network (VIPN) hides & protects your activities

Plug into our solution & become invisible

!ƭǎƻ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ άSecured by Snowpackέ !tL ŦƻǊ ƛƴǘŜƎǊŀǘƛƻƴ ƛƴ ȅƻǳǊ ƻǿƴ softwares & systems

Invisible Access
Access Internet without any trace

Browse Clear, Deep & Darkweb 
truly anonymously & without 

any trusted third party

Invisible Infra
Hide your company attack surface

Cloak your IT endpoints & data-in-
transit from hackers and prevent 

vulnerabilities & traces exploitation

Invisible Services
Protect your web services

Make your sensitive web services 
exposed on the internet 
invisible from hackers
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| How does it work ? 

VIPN: Challenges and use cases

4 patented key principles to guarantee invisibility, anonymity & independence

4 patents

2017 2019 
2021 2023
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3. Split of information into routes, nodes autodiscovery mechanism

Nodescannot know the 
wholeroute/path
(regardlessof their
computingpower)

Internet

4. Distributed exit nodes

Internet
User

Internet service /
smartphones or desktops

Collaborative Spoofing

No SNO elementcan have full knowledgeof {Sender, Receiver, Content}
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| In  ǎǳƳƳŀǊȅ Χ  
| VIPN = SNO (Snowpack Network Overlay) + Connectors

VIPN: Challenges and use cases

Internet

SNOAlice Bob

4 patents

2017 2019 
2021 2023
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| In  ǎǳƳƳŀǊȅ Χ  
| VIPN = SNO (Snowpack Network Overlay) + Connectors

VIPN: Challenges and use cases

Snowflakes move through SNO

Internet

SNOAlice Bob

No MITM attack possible

No trusted third party

Infrastructure & Services cloaking

High quality of service & resilience

Verifiable quality of security & independence

?

Strengths of our solutions

4 patents

2017 2019 
2021 2023
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Browse
anonymously

Solutions and interestof VIPN



| Why people needanonymity?

ÇPersonal Privacy protection 
Áno targeted advertising, bypassing geo-ōƭƻŎƪƛƴƎΣ Χ
ÁŘŀǘƛƴƎΣ ōŜƭƛŜŦǎΣ ǎŜȄǳŀƭ ƻǊƛŜƴǘŀǘƛƻƴΣ Χ
ÁƘŜŀƭǘƘ όŎǊƛǘƛŎŀƭ ŎƻƴŘƛǘƛƻƴ ƻǊ ŘƛǎŜŀǎŜΣ ŀŘŘƛŎǘƛƻƴΧύ
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ÇOther needs
ÁExpression
ÁCommunication
ÁAccess to information
ÁGeolocalization
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| A bit of legalimplications

ÇPrivacy & anonymity are fundamental rights
ÁArt. 9 Code Civil
ÁArt. 8 European Convention on human rights
ÁSapin 2: protection of whistleblowers (with some exceptions)

06/07/2024 VIPN: Challenges and use cases 10



| A bit of legalimplications

ÇPrivacy & anonymity are fundamental rights
ÁArt. 9 Code Civil
ÁArt. 8 European Convention on human rights
ÁSapin 2: protection of whistleblowers (with some exceptions)

ÇDrawbacksΥ ŜǎǇƛƻƴŀƎŜΣ ǊŀŘƛŎŀƭƛǎƳΣ ǘŜǊǊƻǊƛǎƳΣ ŎǊƛƳƛƴŀƭ ŀŎǘƛǾƛǘƛŜǎΧ

06/07/2024 VIPN: Challenges and use cases 10



| A bit of legalimplications

ÇPrivacy & anonymity are fundamental rights
ÁArt. 9 Code Civil
ÁArt. 8 European Convention on human rights
ÁSapin 2: protection of whistleblowers (with some exceptions)

ÇDrawbacksΥ ŜǎǇƛƻƴŀƎŜΣ ǊŀŘƛŎŀƭƛǎƳΣ ǘŜǊǊƻǊƛǎƳΣ ŎǊƛƳƛƴŀƭ ŀŎǘƛǾƛǘƛŜǎΧ

Ç/ŀƴƴƻǘ ōŜ ǊŜŀƭƭȅ άƴƻ ƭƻƎέ ŦƻǊ ƛƴŘƛǾƛŘǳŀƭǎ Η IƻǇŜŦǳƭƭȅ ΚΗ
ÇLegal Interception Ą Justice request 
Á15 days in Europe
Á1 year in France

06/07/2024 VIPN: Challenges and use cases 10



| A bit of legalimplications

ÇPrivacy & anonymity are fundamental rights
ÁArt. 9 Code Civil
ÁArt. 8 European Convention on human rights
ÁSapin 2: protection of whistleblowers (with some exceptions)

ÇDrawbacksΥ ŜǎǇƛƻƴŀƎŜΣ ǊŀŘƛŎŀƭƛǎƳΣ ǘŜǊǊƻǊƛǎƳΣ ŎǊƛƳƛƴŀƭ ŀŎǘƛǾƛǘƛŜǎΧ

Ç/ŀƴƴƻǘ ōŜ ǊŜŀƭƭȅ άƴƻ ƭƻƎέ ŦƻǊ ƛƴŘƛǾƛŘǳŀƭǎ Η IƻǇŜŦǳƭƭȅ ΚΗ
ÇLegal Interception Ą Justice request 
Á15 days in Europe
Á1 year in France

ÇAlternatives generally used: mix of solutions under several legislation or 
geography to make really complex law application
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| From classical networking to Anonymity Networks
Problem
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| From classical networking to Anonymity Networks
Problem

How to make User, Service and their data Unlinkable and Invisible ?

Internet
User Service
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| From classical networking to Anonymity Networks 
VPN solution & vulnerabilities

Internet
User Service
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