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Microgrids

Development of renewable energy = Multiplication of local producers
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Decentralisation VS Privacy, the example of bank system

and Bitcoin
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Control issues

Can refuse some transactions from your account
Can block some transaction from / to your account

Single point vulnerability issue
If the bank server is attacked, the whole history of transaction may be lost.

Privacy issues

Your assets and holdings

Your family and professional activities
Your habits

The diseases you suffer
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Decentralisation VS Privacy, the example of bank system

and bitcoin

Bitcoin avoids centralised authority
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Decentralisation VS Privacy, the example of bank system

and bitcoin

Permissionless ledger = Everybody has access to transaction datal!
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Solution to the privacy-decentralisation dilemma ?
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Solution to the privacy-decentralisation dilemma ?

Zero-Knowledge Proofs |

Or: How to prove that you know the solution to a certain problem without
revealing it.
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Given a certain y and a program P, allows a Prover to prove to a Verifier:

"I know x such that y=P(x)"
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Zero-Knowledge Proof

Given a certain y and a program P, allows a Prover to prove to a Verifier:

"I know x such that y=P(x)"

Prover produces a proof 7, concretely a string of bits.

Verifier applies a specific algorithm to 7 and y, returning 1 if the
proof is valid; 0 otherwise.

Prover can produce a valid proof if and only if he knows x.

The proof leak O-information about x.

Bonus: efficiency. It is exponentially faster to verify a succinct ZKP
than to compute P knowing x
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Anonymous Cryptocurrency on Public Ledger

Building block: Hash functions H()

Output
=3
i dee6a5d375827436ee4bdTa
> Crypteraphlc p——p 930160457901dce84if0fac
hash function 58b£79ab0edbd 79561

A Hash of 256 bit
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Anonymous Cryptocurrency on Public Ledger

Building block: Hash functions H()

Output
=3
i dee6a5d175827436eedbdTa
> Crypteraphlc p——p 930160457901dce84if0fac
hash function 58b£79ab0edbd 79561

A Hash of 256 bit

Essentials properties

Any size input — 256 bit output

Any little change in the input — completely different output

Easy: given x, computes y = H(x)

Hard(i.e, practically infeasible): given y, find x such that y = H(x)
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Anonymous Cruptocurrency on Public Ledger

Secret identifier (skA) to spend coins
Public identifier (pkA) to receive coins

skA=1010110110100001
J Keep private skA

pkA=H(skA) Diffuse pkA

e
Alice \,
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Anonymous Cruptocurrency on Public Ledger

Coins represented as random numbers

skA=1010110110100001

J Keep private skA

Alice Privately
keep

r1=1011011011010111
r2=1001111100101010 «———
r3=0001111010101101
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Anonymous Cruptocurrency on Public Ledger

Hash of existing coins are stored on the ledger

skA=1010110110100001
J Keep private skA
Store
yA=H(r1||pkA)
y2=H(r2||pkA)
. ‘ /3=H(r3||pkA
A||ce Privately Y (rg IIPKA)
keep
r1=1011011011010111
r2=1001111100101010«————
r3=0001111010101101
: Ledger
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Anonymous Cruptocurrency on Public Ledger

Transaction from Alice to Bob = Destruction of one Alice's coin and
creation to one Bob's coin.

1)Sample r4=1110100101010001

2)Compute y4=H(r4||pkB)

3)Compute proof ™
"l Know r2 and skA such

. that y2=H(r2|[H(skA))"
Alice . |hatyz=H2l(s)

Send "l Spend y2 and | create y4. Here is

Send r4 roove 11 that i have the right to spend y2"

N Check the proof 1m yA=H(r1]|pkA)
y2=H{r2lipkA)
r oual | S
‘ append y4 E
BOb Ledger
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ymous sealed bid exchange mechanism

Energy market use case by José Horta [horta].
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Anonymous sealed bid exchange mechanism

Energy market use case by José Horta [horta].
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General auction mechanism (in particular multi unit double auction).
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Anonymous sealed bid exchange mechanism

Proposed scheme based on an extension of Zerocash ®

Funds and bids
!

Zero-Knowledge Proof that funds and
bids have been transfers to the auctionser > Computes
auction
results

I
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Funds corresponding to auction outcome
|
: Zero-Knowledge Proof that auction results
is wellcomputed and that the correspundmg;‘
| outcomeshave been transfered |
v to the participants v

:
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Anonymity against the auctioneer and the ledger. Confidentiality against
the ledger. 15/16



Thank you for your attention.
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Thank you for your attention.

Any question?
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