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API leaks in France - last 6 Months

... and that is the ones in the news



Ethical Achievements 

• Data leak

○ citizen health data

○ citizen PII + banking data

○ enterprise banking data

• Fraud

○ phone orders validated 

without payment

○ set 1M$ on casino account

• Account takeovers

Nicolas Jeanselme - Founder - API Hacker

• 300+ Organization API pentests

• YesWeHack – Top performer 

(nje)

• Hacking Lab speaker - FIC Lille

• Top System Engineer in Silicon 

Valley startups for 15+ years 

• Data visualization, API and 

automation expert

• CISSP certified



A1: Broken Object Level Authorization

A2: Broken Authentication

A3: Broken Object Property Level Authorization

A4: Unrestricted Resource Consumption

A5: Broken Function Level Authorization

A6: Unrestricted Access to Sensitive Business Flows

A7: Server-Side Request Forgery

A8: Security Misconfiguration

A9: Improper Inventory Management

A10: Unsafe Consumption of APIs

OWASP API Security Top 10 2023

https://owasp.org/www-project-api-security/



Ranked as the most severe flaw by OWASP for 3 reasons

1: Most common flaw - in 30% of our pentests

2: Most difficult flaw to detect

● No intrinsic characteristics / signature

● Valid against OAS schema

● Perfectly similar to a legitimate request

3: Strongest Business Impact

● Access to the data of other users

● Data manipulation

● Operation for other users

● Can lead to full account takeover

API1:2023 Broken Object Level Authorization



Case study - EU Bank - PII exfiltration
Vulnerability:

IDOR / OWASP API 1 BOLA on customer id

Business Impact: 

Data Exfiltration: Customer firstname, 

lastname, id/passport number 

Customer 98537



Case study - EU Bank - PII exfiltration



Vulnerability:

IDOR / OWASP API 1 BOLA on Credit Card number

Business Impact: Data leak: Access to other customer Credit Card details

Fraud: Adding another customer credit card to Apple Pay

Case study - Bank - PII exfiltration + Fraud

My personal Credit Card

Another customer Credit Card



Vulnerability:

OWASP API 2

Downgrade JWT and alteration

Business Impact: 

Data leak: Access to all 

customer information, name, 

surname, address, email, 

telephone, ID card number, 

and banking information 

Account takeover (PATCH 

/customer-

management/v1/Customer/Use

r/Password)

Secured JWT token with my username (sub)

Downgraded JWT token (alg:none) with another client's username (sub) 

(obtained via OWASP API 1)

Fintech - OWASP API 2 - Broken 
Authentication



Fintech - OWASP API 2 - Broken 
Authentication

Vulnerability:

OWASP API 2

Downgrade JWT and alteration

Business Impact: 

Data leak: Access to all 

customer information, name, 

surname, address, email, 

telephone, ID card number, 

and banking information 

Account takeover (PATCH 

/customer-

management/v1/Customer/Use

r/Password)

Get Account with my JWT Token

Get Account with the downgraded altered JWT token returning another 

customer data



The API Security Crisis

APIs are a prime target for attackers due to their critical role in modern 
applications

Bugs in production can be 
100x more expensive to fix 
than those caught early

DeepSource Blog

Bug Bounty payments are 
for API vulnerabilities, with 
higher payouts than other 
categories

Wallarm Report 2024

84%
Organizations reported 
API security incident last 
year

Akamai’s 2024 study

62% 100x



- Analyzes legitimate traffic 
- Identifies sensitive endpoints 

and data
- Builds attack scenarios with 

configurable aggressiveness 
(QA to production)

API Angel: A Unique Approach

API Angel delivers proactive, real-time API security - On prem or SaaS

AI Assisted 
Investigation

Proactive 
Security

2 speed results analysis:
- Algorithm based in seconds
- Agentic AI based in minutes
Identifies vulnerabilities with context, risk 
scores, and remediation advice



Demo
demo-api-angel-jun25.mp4

http://drive.google.com/file/d/13qHy5DczrTefW4p063-Q5uJ1VXvD5YtI/view


Take the Next Step

contact@api-angel.com

mailto:contact@api-angel.com
mailto:contact@api-angel.com
mailto:contact@api-angel.com






Datasheets
fr en

Solution Brief
fr en

API Angel
Hacks your APIs 
(before hackers do)

https://www.api-angel.com/public/API%20Angel%20-%20Datasheet%20-%20Francais.pdf
https://www.api-angel.com/public/API%20Angel%20-%20Datasheet%20-%20English.pdf
https://www.api-angel.com/public/API%20Angel%20-%20Solution%20Brief%20-%20Francais.pdf
https://www.api-angel.com/public/API%20Angel%20-%20Solution%20Brief%20-%20English.pdf


100%
True positive

0%
False Positive

CRAPI

BOLA Detection Results

API AngelBOLA 

Buster

Palo Alto 

Networks

RESTLer

Microsoft

129
Attack Scenario 

executed

True Positives 0/3 2/3 3/3

False Positives 0 6 0

Attempts 156,000 765 129



0 days BOLA identified zero touch in minutes

● Service Provider: Access to any customer PII and Technical data - vulnerability 

introduced 3 weeks before in production

● Car industry: Access to any customer order, PII and car details

● Insurance: Complex vulnerability identified, bypassing encrypted customer id

Real world feedback



Traffic 
Mirroring

Architecture

Tests 
execution

API processing stack
- CDN
- Load Balancers
- API Gateways
- Clouds
- Kubernetes
- Apps

File import
pcap, burp, har

Clients



LLM

Architecture

Tests execution

Validator
Sensitive data and 
endpoint analysis

Scenario generator

Authentication 
override

Attacker

Traffic 
Mirroring

Response analysis
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