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The New Oil

“Personal data is the new oil of the internet and the new currency

of the digital world.”
M. Kouneva, European Commissioner for Consumer Protection,

March 2009




Privacy-Preserving Data Publishing

Privacy-Preserving Data Publishing (PPDP) :

» Publish personal data for analysis purposes (accurate
statistics). . .

» . ..while preserving individuals' privacy (uncertain point
queries)

» Also called:

» Sanitization (in Computer Science)
» Anonymization (in Laws, mainly)



Privacy-Preserving Data Publishing and the Law

Scope of the EU law:

» GDPR (General Data Protection Regulation) : the European
regulation about the protection of personal data.

» Protects personal data.
P It does not apply to personal data “made anonymous”.

= Crucial to define “personal data” and “made anonymous” !



Record-level data vs Aggregate data

Privacy-preserving data publishing algorithms (for tabular
data'):
» Input: tabular data, one row per individual.

Record-level data vs aggregate data: imperfect but useful
taxonomy (see [8]).

!We focus on tabular data for the sake of clarity.
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Record-level data vs Aggregate data

Privacy-preserving data publishing algorithms (for tabular
data'):

» Input: tabular data, one row per individual.

» Qutput: either record-level data or .

» Record-level data: results from transforming each input row
into an output row (e.g., pseudonymization, de-identification
like k-anonymity and followers).

> : results from aggregating data across

multiple input rows (e.g., summary statistics, statistical
queries, or even machine learning models).

Record-level data vs aggregate data: imperfect but useful
taxonomy (see [8]).

!We focus on tabular data for the sake of clarity.
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2. Introduction to sound protection approaches.
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Pseudonymization?

Record-level data.
Do you remember what is pseudonymization?

Replace identifiers with a pseudonym, keep all the other columns.

’ Name H Zip \ Age \ Dis. ‘ ’ uiD H Zip \ Age \ Dis. ‘
Bob 75001 | 22 | Cold 91263 || 75001 | 22 | Cold
Bill 75002 | 29 Flu = | 28781 || 75002 | 29 Flu
Don 75003 | 22 | Cold 52689 || 75003 | 22 | Cold
Sue 75010 | 28 | HIV 18429 || 75010 | 28 | HIV

Table: Left: raw data (Name is an identifier) — Right: pseudonymized
data (UID is the pseudonym, one UID per name, an arbitrary number)



Attacks over pseudonymization |

Record-level data.

[UID [ Zip | Age | Dis. |

[Name ]| Zip | Age | 91263 || 75001 | 22 | Cold
> | 28781 || 75002 | 29 | Flu

[ Bob [[75001] 22 | 52689 || 75003 | 22 | Cold
18429 | 75010 | 28 | HIV

Table: Left: background knowledge (Name is an identifier) —
Right: pseudonymized data (UID is the pseudonym, one UID per name,
an arbitrary number)



Attacks over pseudonymization Il

Linkage attacks

1. Exact matching attacks: compute the exact match between
pseudonymized records and background knowledge to perform
the linkage (see, e.g., Governor Weld's
re-identification [25, 23]).
= A simple join.

2. Robust matching attacks: compute an approximate match
(see, e.g., netflix re-identification [19]).
= Pairwise similarity between all possible pairs of
(pseudonymous record, background knowledge) and optimal
assignment.



Attacks over pseudonymization |lI

Uniqueness study with ENEDIS on 2.5M electrical “consumption” records [27]:

1 power measurement (Watt) every 30 mins during 1 year.
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Figure: Average uniqueness wrt the number of consecutive measures
considered (k) and to the rounding applied.



De-identification?

De-Identification

Record-level data.

» Modify each input record based on simple operations like,

e.g., generalization, swapping, naive perturbation, full

deletion.

’ Name H Zip \ Age H Dis. ‘ ’ Zip \ Age H Dis. ‘
Bob 75001 | 22 Cold [75001, 75002] | [22, 29] || Cold
Bill 75002 | 29 Flu [75001, 75002] | [22, 29] Flu
Don 75003 | 22 Cold [75003, 75010] | [22, 29] || Cold
Sue 75010 | 28 HIV [75003, 75010] | [22, 29] || HIV

Table: Left: raw data — Right: a possible 2-anonymous release.
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De-Identification
» Modify each input record based on simple operations like,
e.g., generalization, swapping, naive perturbation, full
deletion.
» Two main approaches):

» Based on privacy models: k-anonymity, /-diversity, and
followers (see below for privacy models).
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De-identification?

Record-level data.

De-Identification
» Modify each input record based on simple operations like,
e.g., generalization, swapping, naive perturbation, full
deletion.
» Two main approaches):
» Based on privacy models: k-anonymity, /-diversity, and
followers (see below for privacy models).
> Based on heuristics: utility-driven (see [18] for a survey).

’ Name H Zip \ Age H Dis. ‘ ’ Zip \ Age H Dis. ‘
Bob 75001 | 22 Cold [75001, 75002] | [22, 29] || Cold
Bill 75002 | 29 Flu [75001, 75002] | [22, 29] Flu
Don 75003 | 22 Cold [75003, 75010] | [22, 29] || Cold
Sue 75010 | 28 HIV [75003, 75010] | [22, 29] || HIV

Table: Left: raw data — Right: a possible 2-anonymous release.
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Attacks over de-identification

Record-level data.

Any idea for attacking de-identified data?

» Re-identification attack: on attributes that are not part
degraded (i.e., part of the quasi-identifier).

» Composition attacks: non-composability [9].
» Minimality attacks: undo generalization [6, 4].

> DeFinetti attack: exploit correlations between
quasi-identifiers and sensitive data [16].
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Aggregation, really protected?

Intuitively, aggregation seems to provide some protection:

>
>
>

No re-identification attack
No minimality attack
No DeFinetti attack

True, but...?

Differencing attacks (see below)

Reconstruction attacks: recover entire examples from the
training set (e.g., [1, 2, 21, 32]).

Membership inference attacks: predict the participation of
an entity in the training set (e.g.,

[10, 11, 13, 17, 20, 24, 26, 30]).

Attribute inference attacks: infer a sensitive attribute of a
target record (e.g., [14, 29, 31, 32])

etc.



lllustration: Differencing Attacks (the 1990s)
Aggregate data.

» Private table : PATIENTS (AGE, ZIP, GENDER, DIAG)
» Background knowledge : Bill is a man, 26 years old, zipcode 12345,
present in PATIENTS.
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lllustration: Differencing Attacks (the 1990s)
Aggregate data.

P Private table : PATIENTS (AGE, ZIP, GENDER, DIAG)
» Background knowledge : Bill is a man, 26 years old, zipcode 12345,
present in PATIENTS.
» Consider the following queries :
> q =
SELECT COUNT(*) FROM PATIENTS
WHERE (AGE=26 AND ZIP=12345 AND GENDER='m')
Assume that the result is: g1(D) =1
> q =
SELECT COUNT(*) FROM PATIENTS WHERE DIAG LIKE 'FLU'
Assume that the result is: g2(D) = 100
> g3 =
SELECT COUNT(*) FROM PATIENTS
WHERE NOT (AGE=26 AND ZIP=12345 AND GENDER='m')
AND DIAG LIKE 'FLU'
Assume that the result is: g3(D) = 99
P Preventing queries that lead to differences with a low cardinality: in
general NP-Hard [3], and leads to leaks [15].



lllustration: Linear Reconstruction Attacks (the 2000s)

In general, with a sufficient number of COUNT queries (polynomial
in the DB size), and even with naive noise addition, it is
possible to build and solve a system of linear equations for
obtaining the target values.

2A real-life system https://aircloak.com/ has been “recently” broken
(2018) based on this kind of attack [5].
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lllustration: Linear Reconstruction Attacks (the 2000s)

In general, with a sufficient number of COUNT queries (polynomial
in the DB size), and even with naive noise addition, it is
possible to build and solve a system of linear equations for
obtaining the target values.

Real-life illustration?®

Assume a loan DB with a clientId column, a secret bit
loanStatus, and an exact COUNT (*) interface to the DB. Perform
a sufficient number of queries as follows and

SELECT COUNT(*) FROM loans WHERE clientId BETWEEN RANDOM1
and RANDOM2 AND loan = 1

2A real-life system https://aircloak.com/ has been “recently” broken
(2018) based on this kind of attack [5].
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Attacks over machine learning models

In the context of machine learning models:
Differencing attacks: differencing attacks (not relevant).
Reconstruction attacks: VULN.

Membership inference attacks: VULN.
Attribute inference attacks: VULN.

vVvYyyvy

etc.
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While shadow training is popular, the attacks vary on the details. . .
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» How: exploit the model classification confidence.
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Overview of the LIRA Attack (the 2020's)

» Goal: MIA on neural network classifiers (n classes) fy : X — [0,1]".
> Background knowledge: of the target, of the
training data.
» How: exploit the model classification confidence.
» Prepare: Shadow training = confidence distributions of the
most-confident class when non-member VS when member.
» Exploit: Likelihood-ratio Test given the classification
confidence of the target and the two distributions.

| logit scaling
o(flx)y)
" .-
—20 0 20

Figure: Illustration of the separability of the classification confidence
distributions (confidence distribution in blue when the target is
non-member, in red when member).
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Deep Insights

What is unprotected is. . .
unprotected!

“Natural protection” or “empirical guarantees” = Unprotected.

Figure: Snake Challenge: https://snake-challenge.github.io/
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Components of a Privacy-preserving Data Publishing
Solution

Three needed components:

1. Privacy model (needed): What does it mean for the data
released to be privacy-preserving?
= The privacy guarantee that holds.

2. Privacy mechanism: How to produce the privacy-preserving
data to be released?
= The algorithm used for providing the privacy guarantee.

3. Utility metric: How much useful is the released data?
=- Impact of the protection on data quality.

In the following: illustration on differential privacy.
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Let's start with the first component: the model.

What is the guarantee that we target?

Warning: necessary but often omitted in real-life systems.
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Initial Model

e-differential privacy (from [7])

A random function £ satisfies e-differential privacy iff:
For all D and D’ differing in at most one record, and for any
S C Range(£), then: Pr[f(D) € §] < e x Pr[f(D’) € S]

Remember: think of f as a COUNT or a SUM perturbed by adding
random noise to its output.



Initial Model

e-differential privacy (from [7])

A random function £ satisfies e-differential privacy iff:
For all D and D’ differing in at most one record, and for any
S C Range(£), then: Pr[f(D) € §] < e x Pr[f(D’) € S]

Remember: think of f as a COUNT or a SUM perturbed by
to its output.

Intuitively: with or without the fox = similar output
probabilities.
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Intuitions - Mechanism

» Do not publish your dataset!
» Differential privacy originally considers statistics (counts,

sums). ..
> For ex : g = number of patients that have flu
» How to the impact of any single individual participation
to a COUNT, to a SUM?
> to the true result | Answer q(D) +

» Such that the noise is proportional to the impact of a
single individual.

> For ex : above should be proportionnal to the impact
of one individual on g, i.e.,, proportionnal to 1!

» What if g had been a sum of salaries 7



What about attacks?

» Differential privacy directly opposes to membership inference
attacks.
» But attack families are all related. ..

MI  Membership Inference
Al Awuribute Inference
DPD DP Distinguishability
Property Inference
Data Reconstruction
Reduction

Separation

Implied reduction

Piblr=

Implied separation

Fig. 1. Relations among adversary goals (under selected threat models). A solid arow from node A e B means that security against A (ie. & nonrivial
abvantage bound} implies security agamst £, A struck-through arrow from A te B means thal security against 4 does not imply in general security against
I we show this separation with a construction that is secure against A bat completely insceure against #. Dashed arrows are implied by solid arrows. Labels

over solid arrows refer 1o the theorem showing the wnship. Some stem from difs in adversary capabilities, eg. Ml /5 RC.

Figure: “Relations among attack goals” [22] (obtained through
reductions between cames)
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Differential Privacy Properties

» Self-composability : composing the outputs of two
independant releases sanitized by differentially-private
function(s) satisfies differential privacy :

> Where €fina = > €; If input datasets are not disjoint
» Or €fn, = maxe; otherwise

> No breach from post-processing :

» (Laplace mechanism is independent from data)
» Any function applied to a differentially-private input produces
a differentially-private output



Inherent Limits

» Noise distribution centered on O . ..
=- Average of noises converges to 0 ...
= No unlimited number of queries !

» Composability properties = the privacy parameter € can be
seen as a budget that must be distributed over the queries to
execute (€Efinar = D €;)
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Conclusion

P Privacy-preserving data publishing : a deep and wide
literature

» Vulnerable approaches are common.

» Differential privacy is the current de facto standard thanks to
its sound privacy guarantees and composability
properties.

> Strong support in academia (e.g., Gédel Prize in 2017)

» Major data-centric organisations have switched to
differential privacy (e.g., Google, the Census Bureau, LinkedIn,
Facebook)

» Drawbacks: noise magnitude, limited privacy budget, not
one-size-fits-all, need rare expertise.

> synthetic data generation (with DP-like
privacy guarantees), DP ML, DP for protecting distributed
algorithms [28, 33], etc.
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An Encompassive Definition of Personal Data

GDPR Article 43 (1) : “‘personal data’ means

> any

information relating to an identified or identifiable

natural person (‘data subject’);

» an identifiable natural person is one who can be identified,
directly or indirectly,

» in particular by reference to an identifier such as

»

>
>
>
>

a name,

an identification number,

location data,

an online identifier

or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social
identity of that natural person,’

3https:
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But a Fuzzy Definition of Privacy-Preserving Data
Publishing Techniques

GDPR Recital 26 * :

» “The principles of data protection should therefore not
apply to anonymous information,

» namely information which does not relate to an identified or
identifiable natural person

> or to personal data rendered anonymous in such a
manner that the data subject is not or no longer
identifiable.

» This Regulation does not therefore concern the processing of
such anonymous information, including for statistical or
research purposes.”

= Crucial to design strong privacy-preserving data publishing
techniques!

*https://gdpr-info.eu/recitals/no-26/
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» Model’s confidence score?

> Real-valued score in [0,1], a probability (often resulting from a
softmax(-) on the outputs of the classifier.

» Denoted As(x),, where x is a set of features and y is a label
(and As is the trained model, like above).

> Logit scaling?
> o(p) =log ﬁ where p is the score defined above.
» Used because the logit of the confidence scores is
(see below).
» Parametric modeling?

» Do not estimate the distributions IN VS OUT, but assume
they are normal distributions (and estimate the mean and
standard deviations only — much simpler).

» There exist:

In-distribution: Qin(x,y) = {f < T(DU{(x,y)})|D ~ D}
Out-distribution: Qout(x,y) = {f « T(D\ {(x,y)})|D ~ D}

» We estimate them by Gaussians: CS,-,, ~ N (in, 0,-2,,) and

Q;ut ~ N(Nouta Jgut)
> Likelihood-ratio Test: is P(confobs|\ (1in, 02)) higher
than P(confobs|N (fout, 72,¢))?
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